___NUTZEN

Und wieso?

Deine Daten liegen dann sehr sicher auf

deinem Notebook/PC/Mac/Linux!




CEETEE

Selbst wenn Du dein Rechner verlierst,
kann keiner Deine Fotos

(oder was auch immer im TrueCrypt Container liegt)

lesen!




___NUTZEN

Nach dem Start von TrueCrypt

kommt folgendes Fester

( beim Mac sieht alles leicht anders aus )

Man kann TrueCrypt installieren, muss
es jedoch nicht!

Volumes System  Favorites Tools  Settings  Help

Drive | Wolume | Sizel Encryption algorithm | Type |:

Create Volume | Yolume Properties, . | Wine Cache

~Volume

[ ;I Select File. ..
[~ Mewver save history
Volume Toals... | Select Device. ..




TrueCrypt Container

anlegen...

rE TrueCrypt

|l

Eolums] Systemn  Favorites Toels  Settings Help

Homepage

Select File...

Select Device...

Create Mew Volume...

Resume Interrupted Process

Mount Volurme

Mount Volume with Optiens

Muto-Meount All Device-Hosted Volumes

Disrount Volume

Disrnount A1l Mounted Yolumes

Change Volume Password...
Add/Rermove Keyfiles to/from Volume...

Remove All Keyfiles from Velume...

Set Header Key Derrvation Algonthm...

Volume Properties

140GE AES Mormal

Size | Encryption algorithm ‘Type |

e

m

ES5.., | Wipe Cache

LI Select File. ..

olume Toals... I Select Davice. ..

Mount ”

Auto-Mount Devices

Dismount Al Exit




Fragen

beantworten...

- =
E TrueCrypt Volume Creation Wizard

(=] s’

TrueCrypt Volume Creation Wizard

i* Create an encrypted file container

Creates a virtual encrypted disk within a file, Recommended for
inexperienced users.

Maore information

{” Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.q. a flash drive). Optionally, creates a hidden volume.

" Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system,

Mare information about system encryption

< Back MNext = Cancel




Container-
Dateiname

Vergeben!

= .
» Computer »
B 2 e
=n  Ansicht Extras I

Eigenschaften Systemeigenschaften Programm deinstallieren oder dndern Metzlaufwerk verbinden

4 Festplatten (2)

ds Lokaler Datentrager (Ci)
esucht

25,2 GB frei von 230 GB

-
E TrueCrypt Volume Creation Wizard

Volume Location

I c:\brm{TestConainer. to j Select Eile. .. |

™ Mever save history

A TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USE flash drive, etc, A
TrueCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' ta
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will MOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (Jater
on) by moving them to the TrueCrypt container that you are about
to create now,

Help < Back MNext = Cancel




Verschlusselungs-

Verfahren

wahlen.

-
E TrueCrypt Volume Creation Wizard

Encryption Options

—Encryption Algorithm

aEs | Test |

1998) that may be
agencies to protect
evel. 256-bit key,

f operation is XT5.

Benchmark |

AES-Twofish-Serpent
Serpent-AES
Serpent-Twofish-AES
Twofish-Serpent

—Hash Algorithm

ISHA-512 vI Information on hash algerithms

Encryption li}ptiomL

—Encryption Algorithm

Help | < Back I Mext = I Cancel

IAES j Test |

FIPS-approved dpher (Rijndael, published in 1998) that may be
used by U.5. government departments and agencies to protect
dassified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XT5.

Mare information on AES Benchmark |

|Whirlpool

—Hash Algorithm
SHA-512 d Information on hash algorithms
RIPEMD-160 |

Help |




Container GroRRe wahlen

- —
E TrueCrypt Volume Creation Wizard

Volume Size

Free space on drive c:\ is 25.28 GB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter wil

specify its maximum possible size.

MNote that the minimum possible size of @ FAT volume is 292 KB.

The minimum possible size of an NTFS volume is 3792 KB.

Help < Back [t =

Cancel

m TrueCrypt Volume Creation Wizard 1 . M

Volume Size

2 " kB " MB * GB

Free space on drive c:\ is 25.28 GB 0

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an NTFS volume is 3792 KB,




-
E TrueCrypt Volume Creation Wizard

-

Sicheres

Passwort
wahlen...

Volume Password

Password: I

Confirm: I

™ Use keyfiles keyfiles. . |
[~ Display password

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess, A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ ~ =5 * +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters,

Beispiel: !

Help | < Back I Mext = Cancel I

NOX7&- lj?ay@YVz9d87




Dateisystem...

-
E TrueCrypt Volume Creation Wizard

-

E TrueCrypt Volume Creation Wizard

Volume Format

— Options

Filesystem IFAT vI CIusterIDefauIt vI [~ Dynamic

R 1 175 3

FAT
Random Py None

Header Key.
Master Key:

BABDA3ASDBE1C44604DA2738REC. W

Volume Format

—Options
Filesystem IFAT vl CIusterIDefauIt "I [~ Dynamic
R —

FAT
Random P Nane

Header kKey-
Master Key:

| abork |
Done Speed | Leﬂ:|

IMPORTAMT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
dick Format to create the volume.

BAEDLIARDBE1C44604DR2 T36REC.. W

| Abork |
Done Speed Left

Help < Back I Format i Cancel I

IMPORTAMT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significanty
increases the cryptographic strength of the encryption keys. Then

dick Format to create the volume.

Help < Back I Format I

Cancel




i B
(& TrueCrypt Volume Creation Wizard ’ g Elilg

Volume Format

—Options

Filesystem INTFS vI CIusterIDefauIt vI [T Dvnamic

Random Pool: 96E2CFESSCGABBI00EDO483D748D1687 Fl
Header Key: 9333EE2556573R6CEDF4834150E807CL .
Master Key: 56098151394B2DTFSF25BES936655E93..

[ ]
Done | 17.293%

Speed | 39.3 MB/s

IMPORTAMT: Mave yaur mouse as randomly as possible within this
window. The longer you move it, the better, This significanty

increases the cryptographic strength of the encryption keys. Then
dick Format to create the volume,

Help

< Back I Earrnat I Cancel |

Warten !

on Wizard

‘6. The TrueCrypt volume

Volume Format

Ophmsm s v| Oustr Default =
Filesys =

- -

has been successfully created.




Container- Datel

Verbinden!

( mount = montieren)

(& TrueCrypt

B @2 W

Wolumes System  Favarites Tools  Settings  Help

Homepage

Drive ‘ Volume

| Size | Encryption algorithm | Type

| &

g D

Lkl

Create Volume

| Yalume Propertiss, .. |

Wlipe Cache

—Volume

L

[

r 4

[~ Mever save history

j Select File...

Volume Toaols. . . | Select Device. ..

Mount

Auto-Mount Devices

Dismaunt All Exit




Dateinamen fur

Container wahlen,

Oder eingeben.

-
m TrueCrypt

(=] o

Volumes Systern  Favorites  Tools  Settings  Help

Homepage

Drive | Volume

‘ Size | Encryption algorithm |Type |

G D

-

m

Create Volume

| Yolurne Properties, ., |

\Wipe Cache J/

¥

Volume

e

[~ Mever save history

E IC:\brm‘l.TesU:nnainer.th
| |

P

Valume Tools. ..

= |

SelectFile. ..

Select Device...

Mount | Auto-Mount Devices

Dismount All




Passwort (Key-Datei) eingeben

-
[3 TrueCrypt i

iz ]

-

Volumes Systern  Favorites Tools  Settings  Help Homepa

ge

Drive | Valurme | Size | Encryption algorithm
e D

e E;

(3

g H:

e T:

g 1;

e

g

S M i
g
S

“apP:  F\P
S ()
CaR;:

Enter password for C\brm\TestConainer.tc

Password: I

OK I

Cancel |

[~ cache passwards and keyfiles in memary

| Type |~

>

m

[ Display password
[T Use keyfiles

Kevyfiles. .. | Mount Options... |

Volume
I C:\brmiTestConainer. to LI Select File... |
[~ Mever save history
Wolume Tools... | Select Device. .. |
Mount Auto-Mount Devices Dismount All Exit

Volumes System Favorites Tools

Settings  Help

Homepage

Drive | Volume | Size | Enayption algorithm | Type

“erl:  Ci\brmYTestConainer.tc 2.0GB AES Mormal

[ =

m

Create Yolume I Volume Properties. .. | Wipe Cache

Wolume

I C:\brm\TestConainer, tc ;I Select Fle. ..

[~ Mever save history |

Wolume Tools. .. Select Device, ..

Auto-Mount Devices Dismount All Exit

..und wir sind drin!




TrueCrypt

Nutzen!

- ' . .

¢ L]
P

\.../'”\....} |LJJ » Computer » Lokaler Datentrager (L:)

= | B ]

Datei Bearbeiten  Ansicht Extras 7

Organisieren =

- | "f| | Lokaler Datentrager (L:) durchsuchen 0 |

In Biblicthek aufnehmen « Freigeben far =

0 Favoriten

& Downloads

=1l Zuletzt besucht
Bl Desktop

Bl Desktop
- Biblictheken
[ Bilder
@ Dokumente
o Musik
B Videos
*d Heimnetzgruppe
A brm
18 Comnputer
G‘F MNetzwerk
[55 Systemsteuerung
& Papierkorb

0 Elemente

Neuer Ordner

4

Name

=~ 0 @

Anderungsdatum Typ Grof

Dieser Ordner ist leer.

L[]




_ TRUECRYPT

___NUTZEN

TrueCrypt

... kennt auch Key-Dateien !

... kann mehrere Key-Dateien !

... kann Key-Dateien und Passwort !

..kann im Container TrueCrypt !

... Ist schnell !



___NUTZEN

Vorteile
(™ Daten sind sehr sicher. Wichtig
(™ Einfaches Backup. Wenn wir TrueCrypt
(™ Verteilung der Container nutzen haben wir viele
(® Dateien nicht sichtbar Vorteile, also tun wir es!

(™ Sehr stabil !




TrueCrypt 6.0

MBisec
150

100

50

0 10

20

Start

|

@ Read
‘write
Transfer rate
Minimurn

|

Maximum

:

Average.

I

Access time:
Burst rate

CPU usage

100% 16.6%

TrueCrypt, AES-Twofish-Serpent, MB/s

Phenam X6 1055
Phenom xq 870
Fhenom i xq 965
Fhenom i xq 8955

Athlon i X4 645
Athlon X4 640
Core 2 Quag Q9500
Coreis-55p
Corei5-75p
Core 2 Quag Q8400
Coreis-55p
Core i3-560
Corei3-55¢
Coreiz-s3g
Phenomus x2 560
Core 2 up E8500
Core 2 pyp E7500
Core 2 pyp EB400

Core 2 pyo E7500




T e

USB Sticks richtig Loschen!

Passwort/Key-Datei/CD nicht verlieren !




HTTP:/ I\NWW.PC\NELT.DEIRATGEBERIRATGEBER-\IERSCHLUESSELUNG-
\IERSCHLUESSELN-316870.HTML

MlT-TRUECRYPT-DEN-PC-

page
Truec,yp;

Truec,
Typtis
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My

ency
Typles
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http://www.pcwelt.de/ratgeber/Ratgeber-Verschluesselung-Mit-Truecrypt-den-PC-verschluesseln-316870.html
https://wiki.archlinux.org/index.php/TrueCrypt
http://www.cryptool-online.org/index.php?option=com_cto&view=tool&Itemid=135&lang=de
http://de.wikipedia.org/wiki/Advanced_Encryption_Standard

CEOETEE

Fragen ?

Wenn jetzt nicht dann vielleicht hier...

Mirco Brahman
Twitter: @idovaO1




KeyGrabber USB KeyLogge

KeyGraboel Uss Key’-o

r Modul 2GB

EUR 49,90 neu (1 Angebot)

" NEU! ™ GSM Spy Bug Quadband mit Ruckruffunktion - Gerauschaktivierung -
Uberwachung - Abhorgerat - Minisender - Wanze - Stimmaktivierung

Fodedere s ) (4 Kundenrezensionen) Mehr zu diesem Artikel

preis: EUR 69,90 Kostenlose Lieferung mit Amazon Prime.
Alle Preisangaben inkl. MwSt.

Nur noch 5 auf Lager
Verkauf durch AmaxXon® und Versand durch Amazon. Fur weitere Informationen, Impressum, AGB und Widerrufsrecht klicken Sie
bitte auf den Verkaufernamen. Geschenkverpackung verfugbar.



